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BICRBAM VYTV M HEBICE S TERBREZDCOTEVD T EZLLDANBHITDETA LRI F U,
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338N Bz, [Emotet] [CRERRLTCUF I ET. ZOBEHEBIESR
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VISR U CREENHIEZI TRV O [CHASID DB ENER T 20EEN 5D
PIUT—3y (INAURIT7TFUT—3y) ZRUEESIAGDZEIESNE
J, BEFBHICESIAHN TEBDOUICEFINICEIT I 7A)LICHULTIE
EHIEN TN I REFEIN BB N SRIT T 7L B S B2 HE.
AppGuard DIRU Y —[CEFI NI MBESNCRTT] OTIIINEBERE—
HUICbDZHEZET I 7AIVMRFEL TV D ESH TSN I NE T,

KRABETIF AppGuard ZFIAT 21— —hH" [EEINFEITIT) (TEDKD
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N2TEERY, BENEEIEDIZT 2 25—y ayhagEsRdd VoA VR
#H/ EIVRAF vy NY—IUMERINZ KSR E U, AppGuard ZH]H
LCWBI—T—[CBNTH., ZOHEDZESRIDENTEERT, A5V
2HEYV—IVFERIC L TERT DYV RIFDIEH. BFLEODAFVSA VR
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Microsoft Corporation Teams 100%

Google LLC Google Meet 73%

Zoom Video Communications, Inc. Zoom ©6/%

Cisco WebEx LLC Cisco WebEx 63%

LINE Corporation LINE 55%

Slack Technologies, Inc. Slack 54%

Works Mobile Corporation LINE Works 52%

LogMeln, Inc. Go To Meeting 51%

Polycom, Inc. PolyE T 74 &% 47%
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FRINCEBS NR7ZFUTr—23> ELERER

Microsoft Corporation One Drive 100%
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FiIFINEBL WRF7 FUT—3> ERBERE
Sky Co., LTD. SKYSEA Client View 49%
Intercom, Inc. Malion 48%
Motex Inc. LANSCOPE 48%
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Microsoft Corporation - 100%
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Kaspersky Lab - 43%
BROMIUM, INC. - 7%

AVG TECHNOLOGIES USA, LLC - 7%

MRATOYV T DOBRFEARY Y —CEFINTVBICHEIREIFT100% 6D,

mn

© Blue Planet-works, Inc.



Cyber Security | Behind the Scene 2022

6 JOwI O CES< RIS N =B E OB

RAETIF AppGuard D [ZRR—Z)U—)b] [CK>TEEFIEINcBERE
T 710LDERNS AppGuard FIIB I——DEDK SR BEISEBLTWNS
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ENRRSN. Fold 2T ET WarZoneRAT| OS> O—R7ZRIBULE D,
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4) Chrome Loader (ISO 77)L7ZEH)

COHEFEIFISO 7710 KETAATDRBZHITE 1 DDT7A)bICT—
HATUIcbD) ZRIRLUTCREHDETI 7L ZRULEF T, Windows 10
T ISO 77T TIWIUv I DRI THREBRSATICIOVNTCETLE
Sfesh. A——HER>THEINSNIE D 7AILZRE L CUESIUR TN HIF T,
NEBICHBINE NI BRSO 2DHRT I 7ILZEEN T D& Dropper ELTHERELT
[Chrome Loader] Z4£mUZE T, AppGuard (& I1SO 7 71)LR% [ 1——X
R—R] EUTRDIeH. BINSNICBEHDERIT I 7AMIVZEEBULRIDELTH
EREEIRM (BRESNICETTICERSNTIIINEBRED—H) =il
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TIW—T&% 2 [Conti] (CIF. ABFFINFELTHY. FIAVN—DRADE
PHEBATORMEIEE VS Ic—RINBTEEIGEVWEBERZR/R DI IL—b
FEULTWETD, filcH RaaS TIL—LIE [P T4UITA N EFENDHEDE
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17

© Blue Planet-works, Inc.



Cyber Security | Behind the Scene 2022

oo

BOYA/S=
JBEIN-TF

)

f\‘_

=

Initial Access Broker &[&
[#0HR77 7t Z (Initial Access)] @
HWIFHBEBHRTRDET AN~
WEDAYI—NTCHIRAKDHRET
HBDESAFT,

Initial Access Broker KWFER7 2
TRADBERZEAT D EICKOT
WEBOYHTRPHELVLWI I x
BFRSEME L. RNICHBEERT
BHTENTREE BRI E T,

CVE(Common Vulnerabilities
and Exposures) &[&
BAZECIEHEMRISHEREFFEW
L. EREEICFET DR ZEX
RELT, RKEMNDOXEZZ T
FESFEED MITRE A ERELT
WD HAIFTI, MITRE fHIFHF
80 ZiBA DI MHIBMT A &t
#E2 U TCesa Mt BEROINELEE/D
BOWREZ{T O ECHARPTHR—
SOlERAIFETTICIRE RS
HIBHEZENELTVET,
#HBFHEALIE CVE + () + (&
B) (ZOETAOEBICEFRINE
n) TREINFT,

o>

KREEI1-ILP
1Y I75DRE

®)

Y-k 8BF3
le
P

Initial Access
ki

5 = FI4UIAhk
(RfTIR) YA N-B

HEREED
BREXH

BASEEBPI

é

X

&

=
g =
» |

RaaSTI—ICBIFBDIT IV AT A

COIDAVATLADHTHEFEERZBUTCEBELTETLSDN IAB (Initial
Access Broker) T, Sld. WERRDRY hIT—TPIATALICEATD
T DIEHRZZEFITIRH>TVDTAN—ILRETI, HIZIE. HONEUIRSH
DELT, EFaUT4/NwFAMERINTVRRNRY MDD —JREESDRTTE RS
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Fortinet SSL VPN sslvpn_websession 6.7GB [CVE-2018-13379]

by November at 09:00 PM

Pages(: 1 2 3 4 5

@ arendee2018 AT

contains link all v from the fortinet

fretixt - XEH - o X
IPNE) BEE) BXOQ) ®RW AITH
2mote/fgt_lang?lang=/../../../..///]]]]]//dev/cmdb/sslvpn_websession ~
:mote/fgt_lang?lang=/. /111111]]/dev/cmdb/sslvpn_websession
2mote/fgt_lang?lang=/. /111111]//dev/cmdb/sslvpn_websession
remote/fgt_lang?lang=, /111111]//dev/cmdb/sslvpn_websession
) remote/fgt_lang?lan 71111111/ ]dev/cmdb/sslvpn_websession
BEVESES] remote/fgt_lang?lang //11111]]//dev/cmdb/sslvpn_websession
archive password : /remote/fgt_lang?lang ./111/]]]/]dev/cmdb/sslvpn_websession
-- e /remote/fgt_lang?lang= .//111/1]]/dev/cmdb/sslvpn_websession
You must register or login to view this content. : /remote/fgt_lang?lang= -//1/11]1//dev/cmdb/sslvpn_websession
Jan 2018 : /remote/fgt_lang?lang= ./11111]1]/dev/cmdb/sslvpn_websession
/remote/fgt_lang?lang: ./--/11111]]]/dev/cmdb/sslvpn_websession
note/fgt_lang?lang= /1/1/1/]/dev/cmdb/sslvpn_websession
remote/fgt_lang?lan, ../111111]//dev/cmdb/sslvpn_websession
:mote/fgt_lang?lang //111]//dev/cmdb/sslvpn_websession
/remote/fgt_lang?lan: ./--/11111]]//dev/cmdb/sslvpn_websession
remote/fgt_lang?lan, ../11111]]]/dev/cmdb/sslvpn_websession
remote/fgt_lang?lang= ../11111]]//dev/cmdb/sslvpn_websession
/remote/fgt_lang?lang ./1111/1/]/dev/cmdb/sslvpn_websession
/remote/fgt_lang?lang ./11111]]]]dev/cmdb/sslvpn_websession
https:// remote/fgt_lang?lang=, /////]/]/dev/cmdb/sslvpn_websession
https:// /remote/fgt_lang?lang ./--/1]1]1]]]]dev/cmdb/sslvpn_websession
https:// remote/fgt_lang?lang=, ///1111//dev/cmdb/sslvpn_websession
https:// /remote/fgt_lang?lang .//1111]]]/dev/cmdb/sslvpn_websession
https:// /remote/fgt_lang?lang=, -/111111/]/dev/cmdb/sslvpn_websession
https:// /remote/fgt_lang?lang: ./111111]]/dev/cmdb/sslvpn_websession
https:// /remote/fgt_lang?lang -/11111]]//dev/cmdb/sslvpn_websession
https:// remote/fat lana?lana=/../../../..//////////dev/cmdb/sslvpn websession v
113179 100%  Windows (CRLF) UTF-8
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P, BEPF>TLSERARKICEETIBEREZEELIT D IAB A HESRTEETD,
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BaXHO - BanWAHbIf AOCTYN K BIH CETW Unw paGouemy cTony. Onnata ot 1000§ Ao 20 000$
Mo AOrOBOPEHHOCTH MOKYNalo W 103epbl - MPOWWY Nepea NoKyNKol Ha Nposepy. CBoii codT, CBOR KOMaHAa NPO(EccHoHanos

LieHa 3aBUCHT OT CTPaHbi M KauecTsa
Brepé He NNaTiM, BCeraa AeNaem MHOTO TECTOB, rapaHT

Ony6nukosa yepa ):28 MnatHas peructpauns
o5 TOX - FBOFF213C37ED9A216ABF308A30B185CCC3C36138DBAF5854CB21FB450D6CC21B7BEE9A3SECS
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OTBeuy Ha BOMpoCkl 0 AocTynax B M. Renrenocs | Lmm
Takxe MMetoTCa MHOro AOCTYMNOB C peBeHio A0 10Kk. : !
68 v i o= S =
) _ ) Domain BEADINitial AccessZEELKD 27 T4 UL A DK
300$(Chile 26kk |IT-services Kaspersky hostAdmm
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o1 28

1 ny6bnukaums ocal
PerucTpauns 200$(Brazil 30kk |Investment services|Sophos Admir
9.07.2022 : 133039)
AesTensHocTs . Production of Windows (17 |[Domain
Bupyconorus / malware 300%|Brazil 28kk
sportswear security Admin
Information about 254
400$|UK 122kkK| Eset User

digital services

Production of cane
600$|Thailand |185kk|sugar and
bioenergy

Windows 38 |Local
security Admi

o Windows 80 |Domain
200$|Thailand |18kk |Golf Club

security Admin
. ) ) Windows 18 |Domain
100%$|Vietnam [20kk |Architectural firm
security Admin
Agricultural Windows |23
150%|Colombia(31kk 9 User
products security

[Aato poctyn Hanepej ntaam c penoﬁ wnn Aeno3nToMm, oCTasbHble Yepes rapaHTa.
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Alert (AA22-152A)

Russian National Arrested
for Conspiracy to Introduce
Malware into a Nevada
Company's Computer Network

https://www.justice.gov/opa/
pr/russian-national-arrested-
conspiracy-introduce-malware-
nevada-companys-computer-
network

e _“

4/V—%E

Alert (AA22-152A)
Karakurt Data Extortion Group

https://www.cisa.gov/uscert/
ncas/alerts/aa22-152a

— (NEB 715) DENEE

—EBD RaaS 7 IL—"Tl&. IAB ZF|RAE T HWENRMBEBMDEHEEZENULLD

EHRHPTVDTENDN>TVETD, BIZ (. RaaS 7 IL—" D 1 DT&H A LockBit]
FEETDU—TTA NN TCEHERGIRMZER CIEBENROMERBICER AT DI D
X=)L7 D~ VPN RDP EDEWRIEHN. DI ENILD T 7ICERELT
HOSSEV AR EENF TV ENEERINTVE T,

RIDT—2&EUT, 2020 & 8 BICKETASHMMRETDX/NIMICH B+
T7 I M= ~"GAN—BEZHENTDzHIC 100 HRILDO=REIZERICLTHESE
EZBNUR D EEMN BT CENKETEEICLOTHRERSINTVET, =
WICUCTREZEEBIFZDFEWICEST. FBI [CBHRUICCETERESERFF LI
WEE(IRLIBHEZFE>CHENRERIE LIS ELTVWSIENDNMIERT,
TO/O0V—CEIKHRNEETHDEFEDIUTEAN, Bl UTHE
ENSDHVARICRSBVRRICIEEEDMIERZSH DM HBEHFBHE TR
AUV TENHERINE T,

TESLARATI
@Teslarati

Tesla employee turns down $1 million, works with FBI,
and helps thwart a planned cybersecurity attack on
Giga Nevada

teslarati.com

El] Tesla employee foregoes $1M payment, werks with FBI to th...
Sometimes, the events that transpire inside a company could
be just as exciting and nail-biting as the most popular thrille...

“Fi#1042 - 2020688278 - Hootsuite Inc.

HEBZEBNL XS BN D ofc Iz Twitterc R LIET A5

ZESIEEIICENETZEKRT D

T)W—7

2022 #6851 H. CISA KEEXZ2REEYAN—CF21UT01V T3t
Fa2UF ) &4 [Karakurt] EWSTAN=RIETIL—TDF7 Z—MORERS
NFELE. [Karakurt] FREBRNREREUCERICT—IDIESLFTHT. T—
SDBEDHZEITNE T, FIFRFEIRIFTE AR, ﬁ_F?Z?Eﬁ A FBEEETR.
HEER. BABRSEDETONTVED, BSIE, T—IZRFLTEMES
(CRHUTERAE U T—IDY Y T ILZERRUTE ETL %ﬁﬁ@ SFANXIFE=EN
DFEHAZEMEICLCEBREDIIWZEKULE T,
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Fle. FENBDRIENEDLWZRH. D DOERBFEHDET DICHICHE
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BIZIANTVET, ABICRFAIRNETRBVT —IWRRLICES. iR
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ARIETHET ULe [Karakurt] [FEDESRIBRERCHY. TNERTEIFESTZE
HIPDPNETHDEBOINBUNFEA. LU, CISA DIREZFORY Tl
[Karakurt] BEOTAN-ILREEHBERBEKIC. KERDR7EDHS A DHES
HEBERAUTHENRORY hT—INMEALTWET, IAB EVWDENRTFE
PERLUTCVFEIN B—(CHNEBRIEIFEEBICHBITDHERNREEIEDN
AV NERSTEARNGEVEFTHDEVNDEZEBRBUTHIMEN B FE
ER

SYUTLADIVRFERRDES Y, WEEOBTIIVATLANEEIN, BoN
TR EEE T D CHDENCEIXRET VAL DDH I E T, RaasS I Ib—
TRETT7 T4 UIA MEEFIBICHDBEROERINTNDP T, SVTLADT
7BEHRDEEDILZRBETNET,

O® BSELEOE®ER
WBENSVYLADI7ICLBBESItZEREEROFREVCHATIHE.
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ESLIEREDG LIFEERRED 1 DERIFT,
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RaaS 77=U—ICLB T 7AIVEESIEREDEHAKERICIRI K T, BES{ERE
[CNDYF(FH2HDD [LockBit 2.0/  [Babuk] MWFIFETZSHYLADTY
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SUYLDT T TIr=U— B 100GB##&E
(1GBDEBS{LRE) (ChR{EX100GB)

LockBit 2.0 33% 5593
Babuk 39% 655>
BlackMatter 467 765340F
Revil 56 935320%
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Conti 193127 1209y
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—BBWICTA LYYy IEBEERDANI Y —XCREND BB TEDR/ES
. WSEWSEICIBHZEBDZENTESRVTREMENHIE T, TDIH, &
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104. ZEEx: Penetrahm Test
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ERZRS. HO2IY Y RZERERITOEER Domain Admins 7IL—ICFRE
F2T7ATYINBENTVEUC. DR THEEF Active Directory @
BIEEERZENLICCEICRUET,

Domain Admins ZIL—ICFIB T 27 oY haBERUCWEE (R TR
§—) (& Active Directory MBA LI ERINTV2E2T7HD Y MDD/ VAT —
RIERDOIEZITU. #5000 HD/NAT—R/N\w V1 ZEET D EICHIIL
FUIZ,

NADT—RN\Y 21 EFINAT—ROFREFFRRTHY. INRAT—RIE/\w 21585
([CRUNyZEESNIE (\v22fE) THRMNSNTVE T, /\wv2atddC
& T Active Directory CEIEINE/ Y AT —REHRNRRELEBETD. TD
INAT—=RAFESNIBVKDICT DM mABIFET, UL, K55/ VRD—
RZFEALTVEE. B5(C/N\vY BRI STTDO/NAT—RZRFET DN
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Guide to Enterprise Patch
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Preventive Maintenance for
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Rev.4)
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Improving Enterprise Patching
for General IT Systems: Utilizing

Existing Tools and Performing
Processes in Better Ways (NIST

SP1800-31)
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